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1. API N5 A

1L BEBSIRMEFRSINEA IP whitelist, BE2TRRIMNHKS
2. 7t Dashboard F3kEX 55 =] apiKey, {EF /a4 QIEAENRE
a.  ExEFPYS . https://paytrigger.transsion-os.com/pay-trigger/#/login

b. HATUE : Developer Management -> Customize IP

Customize IP

Your api key is:

Reset API key

3. MEEORZM, BEKANFHSMHEEE EXNRCEREX 2 SERMNET7IE
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1.1 35 BA

1.1.1 IERIRER I B

AERIFEETH:
Formal API address: https://paytrigger.transsion-os.com/PayTrigger
Dashboard address: https://paytrigger.transsion-os.com/pay-trigger/#/login

B.IERENETH:
Formal API address: https://ind-paytrigger.transsion-os.com/PayTrigger



Dashboard address: https://ind-paytrigger.transsion-os.com/pay-trigger/#/login

1.2.86F BAHE X

Plaintext

1.#Ji% request body, Ul:

{"apiKey" :"9j4S70b@sT5h6DVwAez2cPXxUKMgBvf8d", "imeiInfo": "apiKey=9j
4S70b0sT5h6DVwWAez2cPxXUKMgBvf8d&imeiInfo=[{\"cycleType\":1000, \"dee
plink\":\"https://www.baidu.com\",\"deeplinkPkg\":\"com.baidu\",\"
expiration\":1621468800,\"imei\":\"353457595430724\",\"model\" :\"T
ECNO

BD1\",\"nfcFlag\":true, \"orderNum\":\"PT202207181233\",\"planGaid\
":\"plag536533\",\"ram\":\"1\",\"rom\" :\"16\",\"ruleNum\" :0} ]&preL
ockFlag=true

2. BAEESHE SRS H 4 ASCIT iGNNI KHET, 3 URL F8 B % i 2
(kl=v18&8k2=v2...) PHERFRFE,
apiKey=9j4S70b0sT5h6DVwWAez2cPXxUKMgBvf8d&imeiInfo=[{"cycleType" :100
0,"deeplink":"https://www.baidu.com","deeplinkPkg":"com.baidu", "ex
piration":1621468800,"imei":"353457595430724", "model" : "TECNO
BD1","nfcFlag":true,"orderNum":"PT202207181233","planGaid": "pla953

6533","ram":"1","rom" :"16","ruleNum" :0} ]&preLockFlag=true

3. &L HmacSHA256 il apiKey 1E NN key X1PUE 2 B 7 A7 i B 114,
53] byte[ ], SRJEXT byte[ 1347 hexString HHEIF N KE, &5M0:
827E2F1B5A8C3AA41757EOC6B22E3F6EB472FDB7A50201921D1D4D91AA5033FF

4. Base64 i fEAERY sign:
ODI3RTIGMUI1QThDMOFBNDE3NTAFMEM2Q]jIyRTNGNKVCNDcyRKkRCNOEIMDIWMTkyMU
QXRDREOTFBQTUWMZNGRg==

T[3@id Portal TiE Developer Management -> API Debugging it {TEEIEM5 .



# Device Management

@ Custom Management

B2 Developer Management

B8 Apk Management

@ customize IP

2 setings Manags

API Debugging

APl

debugging Please follow the steps step by step.

Step 1: Constructing the request body
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proLockFlag
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orderNum
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3.2 return ready_to_active state



3.1 ¥R ECE R & API
Request:

HTTP
Desc: WAIMG, 1 HIA AW+ 1 BB IR B I (5]

POST /api/partner/lock/vl/initializelock
Content-Type: application/json; charset=UTF-8

sign :MGIJhODAXMTLhOWRhZWR1YMXN2Q5YmVhMzkzMWFmNJFjOGZkODZGYFQyYTUSN
jZKNmFkZDU1ZDM3YzMyMWIyYg==

{

"repayedAmt" :1000,

"totalAmt":3000,

"deviceTag":"QYMDX4KN",
"nextRepayTime":1576322185,

"nextRepayAmt" :1000,

"currencyType":"$",

"currentTerm":1,

"totalTerm":3,

"relatedMerchant” :"8gXIGKndpecSDm1LF1HaQOfN6AREjvs4",
"description":"repay record update",
"orderNum":"11111111",

"phoneNum":"1388188888",
"deeplink":"halacredit://credit/order?id=123664",
"deeplinkPkg":"com.hala.fintech.coihub",
"ruleNum":1,

"imei":"111124345435432",

"loanPurpose”:"test"

}

Parameter Type Required Description

deviceTag String T BRENRES

imei String F &% imei; ¥4 deviceTag #0

imei M PMENRE, MKW E
SIS



repayedAmt

totalAmt

nextRepayTim

e

nextRepayAmt

currencyType

currentTerm

totalTerm

relatedMerchan
t

description

phoneNum

orderNum

deeplink

deeplinkPkg

ruleNum

loanPurpose

sign

BigDecimal

BigDecimal

Long

BigDecimal

String

Integer

Integer

String

String

String

String

String

String

Integer

String

String
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)
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HErHAE  (FFEE 1-
1000)

R (SH53ERE 1-1000)

XEEE  apiKey (BRES
EE)

#E

BERFHS
BPITRES

B P deeplink

& P deeplink X 8%

PURBEAN 0-5, AN A4
AIARLI O

EEINEEN

header &1 A{% sign,
sign=Base64.encode(HMA
C_SHA256(content)) B{&

demo T FIEHA



Response:

HTTP
Content-Type: application/json; charset=UTF-8

{

"code": 200,

"data": {

"orderNum": "11111111"

}s

"message": "Success"
}
FR FERERY Wi BA
code int HERRSE
message String =R
orderNum String BHATES

3.2 SEKEFEFIRSEE AP (S2FRESH)
Request:

HTTP
Desc: & P RFRIEHIG, WHEEH AL T DM, KB E, 7 EmiE 4

POST /api/partner/lock/v1l/updateRepayInfo
Content-Type: application/json; charset=UTF-8

sign :MGIhODAXMTLhOWRhZWR1YJMXN2Q5YmVhMzkzMWFmNFjOGZkODZ3YjQyYTUSN
jZKNmFkZDU1ZDM3YzMyMWIyYg==

{

"repayedAmt" :1000,
"totalAmt" :3000,
"deviceTag":"YJ72Q18E",
"imei": "1587105425960",
"nextRepayTime":1573371983,
"nextRepayAmt":1000,



“currencyType":"$",

"currentTerm":1,

"totalTerm":3,
"relatedMerchant”:"8Z1ibe3YNpQSEcgjLnOTIVXUCY5IOmBM",

"description":"repay record update",
"orderNum":"11111111",

"phoneNum":"1388188888",
"deeplink":"halacredit://credit/order?id=123664",
"deeplinkPkg":"com.hala.fintech.coihub",
"ruleNum":1

}

Parameter Type Required Description

deviceTag String F WERS

imei String F wE
imei,deviceTag 5
imei N EE[E] BT A
=, BE—1MERE
R, EREEE
B NRREFmEL
[T

repayedAmt BigDecimal F BErEE WAL

#

totalAmt BigDecimal F BEE mAL/NEL

nextRepayTime Long T THARZR B |) B
B8 (FATHA
i (8] &%)

nextRepayAmt BigDecimal F THIEZHEE W
KL NER

currencyType String F KBNS
Bl $

currentTerm Integer F LETEAEL (1-



1000)

totalTerm Integer F S HA%L (1-1000)

relatedMerchant  String T KEX& 7 apiKey

description String F = phd

phoneNum String F ERFHS

orderNum String F BHAITES

deeplink String F B P deeplink

deeplinkPkg String F & /2 deeplink XJ &7
2E

ruleNum Integer F PIRAE AN 0-5,
EERIA O

sign String T header 1 %
sign,

sigh=Baseb64.enco
de(HMAC_SHA25
6(content))

Response:

HTTP
Content-Type: application/json; charset=UTF-8

{
"code": 200
"message": "Success"
}
FE FERERY Wt AR

code int RN



message String LB

3.3 BRIk AP

Request:

HTTP
Desc: %/ iba MR sE A, AIMERILEDL, MRERBCE PR

POST /api/partner/lock/v1l/removelLock
Content-Type: application/json; charset=UTF-8

sign :MGIJhODAXMTLhOWRhZWR1YMXN2Q5YmVhMzkzMWFmNJFjOGZkODZGYFQyYTUSN
jZKNmFkZDU1ZDM3YzMyMWIyYg==

{
"deviceTag" :"QYMDX4KN",

"imei": "111111111111",
"apiKey":"8gXIGKndpecSDmlLF1HaQOfN6AREjvs4"

}

Parameter Type Required Description

deviceTag String F WERE

imei String F wE
imei,deviceTag 5
imei ReEEIRT A
=, BE—1MERE
FRIR

apiKey String T X B P apiKey

sign String T header 1 A%
sign,

sigh=Baseb64.enco
de(HMAC_SHA25
6(content))

Response:



HTTP
Content-Type: application/json; charset=UTF-8

{
"code": 200,
"message": "Success"
}
FR FERER il
code int RN
message String LRI

3.4 EWRFHIRT API

Request:

HTTP
Desc: B if) AN & B BAR(E B

POST /api/partner/lock/vl/findLockState
Content-Type: application/json; charset=UTF-8

sign :MGIhODAXMTLhOWRhZWR1YMXN2Q5YmVhMzkzMWFmN5FjOGZkODZ3Y3jQyYTUSN
jZKNmFkZDU1ZDM3YzMyMWIyYg==

{
"deviceTag":"QYMDX4KN",

"imei": "1587105425960",
"orderNum": "D1587105425960",
"apiKey" :"8gXIGKndpecSDm1LF1HaQOfN6AREjvs4"

}
Parameter Type Required Description
deviceTag String F RERES

imei String F W&



orderNum String F
apiKey String T
sign String T
Response:

HTTP

Content-Type: application/json; charset=UTF-8

"code": 200,
"data": {

"deviceTag": "FLTZWA7V",
"lockState": 2000,
"serverState":2000,
"orderNum": "11111111",
"mobileStatus":1000,
"serverLockStatus":1000,

"activeTime": 1596698973,
"lastConnectTime": 1596698973,
"expiration": 1596698973,
"lockRuleNum": 1,
"lockTypeSwitch":

imei,deviceTag 5
imei NEEE] RS A
=, BE—MER

FRIR

BRXKEKITRES -
JEHEBREE

KBTI 7 apiKey

header 1 i f&
sign,
sign=Base64.enco
de(HMAC_SHA25
6(content))

"[{\"lockFlag\":false,\"lockType\" :\"WATERMARK LOCK\"},{\"lockFlag
\":false,\"lockType\":\"CALL_LOCK\"},{\"lockFlag\":false,\"lockTyp
e\":\"SMS_LOCK\"},{\"lockFlag\":false,\"lockType\":\"APP_WHITELIST
_LOCK\"},{\"lockFlag\":false,\"lockType\" :\"APP_BLACKLIST LOCK\"},
{\"lockFlag\":false,\"lockType\":\"AUTO_POPUP_LOCK\"},{\"lockFlag\
":false,\"lockType\":\"CALL_IN_LOCK\"},{\"lockFlag\":false,\"lockT

ype\u . \"SCREEN_BLOCKED_LOCK\"}] ")
"clientRemoveTime": null,



"serverRemoveTime": 1575906352,
"frameworkVersion":"1.3.0.0",
"apkVersion":"1.3.0.0",
"imei": "1587105425960",
"serverAntiTheftFunction":true,
"clientAntiTheftFunction":false,
"showTime": 1649301379742,
"answerDuration": 111,
"showType": 1,
"fileNum": 1,
"model" :"TECNO AC8",
"partnersPkgState": "TYPE_ABNORMAL",
"ram":8,
"rom" : 256,

"buildNumber" :"BF6-SE668SABCDE-SGo-0P-230320V442",

"antiCrackingVer":"P1"

}s

"message": "Success"
}
FE FRER
code int
message String
deviceTag String
lockState int
mobileStatus int

it BA

ERNTSHD

2R ST

REIRE

& PR FRRZS 0
unregistered
1000:registered
2000:ready_to_activate
3000:active
4000:active_and_lock
5000:removable

& Pin KRR L A BUE /R
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PEN ARBERTS



serverState

serverLockStatus

activeTime

expiration

lastConnectTime

lockTypeSwitch

int

int

Long

Long

Long

String

1000-locked/ 2000-unlock

BR &5 um HHT N RORZS
500:pre_enroll /1000-
registered/2000-
ready_to_activate/3000-
active/4000-
active_and_lock/5000-
removable

BRSum N & RYBUE/ AR B
ERVRZS, HKED, %5
#. "5 APP E—#5
RO ABUERT, #RE B
TE B AR EIRZS 1000-
locked/ 2000-unlock

BT R A1 HEHE
B

S R ]
B

L RER B (] B (8] B 45
S EE

& P ATRR I R & T B
#§< lockType fHiZKAL:
WATERMARK_LOCK-7K
EN%i{ CALL_LOCK-H#iF
IEH 8 SMS_LOCK-421=
|
APP_WHITELIST_LOCK
-BRENA
APP_BLACKLIST LOCK
-REBENA
AUTO_POPUP_LOCK-
EFEAEE
CALL_IN_LOCK-FE A $;
SCREEN_BLOCKED LO



orderNum

lockRuleNum

clientRemoveTime

serverRemoveTime

frameworkVersion

apkVersion

imei

serverAntiTheftFunction

clientAntiTheftFunction

showTime

answerDuration

showType

fileNum

erverLockTypeSwitch

String

int

Long

Long

String

String

String

Boolean

Boolean

Long

Long

int

int

String

CK B&E%i{, lockFlag
BHFFE: true-FF 22 false-
KA

BAITES

DRI RS

& P SEPRAS R A 8] B[]
B BRI

R S5um T RABRRET (8] B
[E)& BHE

1% % frameworkVersion

1% % apkVersion

1% & imei

b & BIRSim e B B

&R FimERTE

FRH) SR BB 2 iy PR T B [
B BRI

RILR B ZITR S 155

27D

EUTRA 0- R 1-E
=T 2-2EE

R KRR BUE
BHNERS

AR &S 23T A TN A B FT B
1% lockType KA
WATERMARK_LOCK-7k



lockCreateTime

lockCompleteTime

model

partnersPkgState

ram

rom

buildNumber

antiCrackingVer

Long

Long

String

String

int

int

String

String

3.5 HEFEREHIAE API

Request:

N4 CALL_LOCK-EEiE
I 81 SMS_LOCK-4315
B
APP_WHITELIST_LOCK
-HBRENA
APP_BLACKLIST LOCK
-RBENA
AUTO_POPUP_LOCK-
SEE =R
CALL_IN_LOCK-FEA 5;
SCREEN_BLOCKED_LO
CK R®E3%5i{, lockFlag
WFFE: true-FF ;5 false-
XA

PR 55w 51 SR A5 A H (8]

& P SR BRI T /)
wHEES

B APPRES:
TYPE_ABNORMAL-L FH
2% TYPE_NORMAL-IF

#; TYPE_PKG_NULL-%

=
TYPE_UNINSTALLED-%

T

ram

rom
buildNumber

antiCrackingVer



HTTP
Desc : ftLE AT X A5 5

POST /api/partner/lock/vl/batchFindLockState

Content-Type: application/json; charset=UTF-8

sign :MGIJhODAXMTLhOWRhZWR1YMXN2Q5YmVhMzkzMWFmN5FjOGZkODZ3YjQyYTUSN

jZKNmFkZDU1ZDM3YzMyMWIyYg==

{
"deviceTag" : "QYMDX4KN,UBKAF8XN, XNAYPCIL",

"imei": "1587105425960,1587105425960",
"orderNum": "D1587105425960,D1587105425960",
"apiKey":"8gXIGKndpecSDmlLF1HaQOfN6AREjvs4"

}

Parameter Type Required
deviceTag String F
imei String F
orderNum String F
apiKey String T
sign String T

Description

BENRES RE—
BN NEED
deviceTag, 1258

9:':

B imei,x%—
BMMEEN
imei, 1’2 5f%

F ;deviceTag 5
imei ~N&E[EIRY 4
=, BE—PNERE
FRIR;

B RREKITR S, &
Z—EIMEEN
RS, 25k

KBTI 7 apiKey

header # A%
sign,



sign=Base64.enco
de(HMAC_SHA25
6(content))

Response:

HTTP
Content-Type: application/json; charset=UTF-8

{
"code": 200,
"message": "Success",
"data": [
{

"deviceTag": "FLTZWA7V",

"orderNum": null,

"lockState": 5000,

"mobileStatus": 2000,

"serverState": 5000,

"activeTime": null,

"lockTypeSwitch":
"[{\"lockFlag\":false,\"lockType\" :\"WATERMARK LOCK\"},{\"lockFlag
\":false,\"lockType\" :\"APP_BLACKLIST_LOCK\"}, {\"lockFlag\":false,
\"lockType\":\"CALL_LOCK\"},{\"lockFlag\":false,\"lockType\":\"SMS
_LOCK\"},{\"lockFlag\":false,\"lockType\":\"APP_WHITELIST_LOCK\"},
{\"lockFlag\":false,\"lockType\":\"CALL_IN_LOCK\"},{\"lockFlag\":f
alse,\"lockType\" :\"AUTO_POPUP_LOCK\"},{\"lockFlag\":false,\"lockT
ype\":\"SCREEN_BLOCKED LOCK\"}1",

"lastConnectTime": 1575896686,

"expiration": 1576322185,

"serverLockStatus": 2000,

"lockRuleNum": 0,

"clientRemoveTime": null,

"serverRemoveTime": 1575906352,

"imei":"1111111111111113311",

"frameworkVersion":"1.2.0.0",

"apkVersion":"1.2.0.0",

"serverAntiTheftFunction":true,
"clientAntiTheftFunction":false,
"showTime": 1649301379742,
"answerDuration": 111,
"showType": 1,
"fileNum": 1,
"model" :"TECNO AC8",



"partnersPkgState": "TYPE_ABNORMAL",
"ram":8,
"rom" : 256,

230320Vv442",

code

message

deviceTag

lockState

mobileStatus

serverState

"buildNumber":"BF6-SE668SABCDE-SGo-OP-

"antiCrackingVer":"P4"

int

int

Ut BA

FERIRNZSHD

2R

REIRE

& PimSERRRZS 0:
unregistered
1000:registered
2000:ready_to_activate
3000:active
4000:active_and_lock
5000:removable

& P SERRE £ RN BUE/ AR
WERVRE, ZHKED. &
S, 185, APP I—%
PRV ABERT, #HEE
PUER ARBERS

1000-locked/ 2000-unlock

AR S5 S AT N &R
500:pre_enroll / 1000-
registered/2000-

ready to activate/3000-
active/4000-
active_and_lock/5000-
removable



serverLockStatus

activeTime

expiration

lastConnectTime

lockTypeSwitch

orderNum

lockRuleNum

int

Long

Long

Long

String

String

int

BRSum N & RYBUE/ AR
ERVIRZS, HKED, %5
2. 5. APP {F—# 81
RIABUERS, #OXH B
TE B AR EIRZS 1000-
locked/ 2000-unlock

BT R A1 HETE
B

B4R 6 RS, HE
B

b RER B (] B (8] B 4
S EE

& Pimth TR I R R B
$5< lockType HizRAY:
WATERMARK_LOCK-7K
ENgi CALL LOCK-#31%
M4 5 SMS_LOCK-42{E
B
APP_WHITELIST LOCK
-BRENHA
APP_BLACKLIST _LOCK
-REBENA
AUTO_POPUP_LOCK-
SEE =R
CALL_IN_LOCK-FEN

B,
==SCREEN_BLOCKED _
LOCK F&%{, ==
lockFlag ${FF>%: true-Ff
B false-% 7]

BAITRES

PRIEHRS



clientRemoveTime

serverRemoveTime

frameworkVersion

apkVersion

imei

serverAntiTheftFunction

clientAntiTheftFunction

showTime

answerDuration

showType

fileNum

erverLockTypeSwitch

Long

Long

String

String

String

Boolean

Boolean

Long

Long

int

int

String

& P S BRAS BR B (8] B 8]
B BRI

AR 55 um T & A5 BR i [B) B [
B BRI

1% % frameworkVersion

1% % apkVersion

%% imei

b & B SSim e B B

B&EYEimeaTE

FRH) SR BB 2 P iy R T B [
B BRI

RILR B IRITR S 155
27

ETRA 0- RENT 1-2
=T 2-2E

RET— KRR BUE

ARSI ITR I YR T B
% lockType $i{ZKAY:
WATERMARK_LOCK-7k
ENgi CALL_LOCK-EiE
IEH 81 SMS_LOCK-451=
B
APP_WHITELIST_LOCK
-HREBENH
APP_BLACKLIST _LOCK
-REEBENH
AUTO_POPUP_LOCK-



lockCreateTime

lockCompleteTime

model

partnersPkgState

ram

rom

buildNumber

antiCrackingVer

Long

Long

String

String

int

int

String

String

SEEAEE
CALL_IN_LOCK-FEA4;
SCREEN_BLOCKED LO
CK B=%i{, lockFlag

WFFE: true-FF ;5 false-
K]

PR 5555 1 SR W& A R B 8]

& P 9 R ThY ()
BERS

B APPRTS:
TYPE_ABNORMAL-L F§
S&; TYPE_NORMAL-IE

% TYPE_PKG_NULL-5%

=
TYPE_UNINSTALLED-%

T

ram

rom
buildNumber

antiCrackingVer

3.6 EBMUAIBIREEEZBMSET AP

Request:

HTTP

Des c : 1 ¥ 8 Ui SE B L /A% BR IR 2t i 21 A 77 1ml i bk

POST https://xxx/callbackUrl

Content-Type: application/json; charset=UTF-8

sign :MGIhODAXMTLhOWRhZWR1YMXN2Q5YmVhMzkzMWFmN5FjOGZkODZ3Y3jQyYTUSN



JjZKkNmFkZDU1ZDM3Y zMyMWIyYg==
w1
{
"productModel": "TECNO",
"mobileStatus": 1000,
"serverState": 1000,
"orderNum":"1111111",
"activeTime":1572969600,
"deviceTag": "IST3PDUZ",
"imei": "111111111111",
"expiration": 1572969600,
"state": 1000,
“clientRemoveTime”: 1572969600,
“serverRemoveTime”: 1572969600,
"notifyType":1000
}
w2
1 SR 2 5 R 1) B i 4 e PR S S 1
{
"notifyType" :4000,
"deviceTag":"3WGHPKCJ",
"orderNum": "LOAN1000074720201203071002",
"imei":"",
"tip":"The strong restriction order issued by the equipment did
not take effect due to control."”

}

Parameter Type Required Description
productModel String T wEES
deviceTag String T & tag

imei String T %% imei
orderNum String T BAITRES
expiration Long T 1<t 5 R 8] B 8] 8%

activeTime Long T R B ) B 18] B



state

mobileStatus

serverState

clientRemoveTime

serverRemoveTim
e

==notifyType==

int T
int T
int T
Long F
Long F
==jnt== ==T==

& P 4 BURES

0-
unregistered/1000
-registered/2000-
ready to_activate/
3000-active/4000-
active_and_lock/5
000-removable

& P E AR BUE
ROIRTS, HIKED,
®RSH. EE.
APP {E—#B{R) 4
RS, #RE
HEM ARBIER
7% 1000-locked/
2000-unlock

AR 55 im M BURZS
500-enrolled/
1000-
registered/2000-
ready_to_activate/
3000-active/4000-
active_and_lock/5
000-removable

& P SE RS BR i
(8] i ) & AEHE
b

FRRSim T 2Bk
B e BB AR

27

==[a] B KA.
1000-% i i oE
RS EERA,
2000-% Fimf%BR
RZSEER A,
4000- X & PIIES



5% R FIEFR [l

VB A==

==tip== ==String== ==F== ==58 R il PR /F 1
fE, NTEREBITSE
A ——
S==

sign String T header /b %
sign,

sign=Base64.enco
de(HMAC_SHA25
6(content))

Response:

HTTP
Desc: [l RIBANIBURIN G, RAIZUEE A% 25 A BA TS L, 75 W2 BRI
AR R, FAT2REBAMEN U FE UGB RN, B2 38 1 o s BIAH 2 U5 AN
Gk 238 S

Content-Type: application/json; charset=UTF-8

{

"code": 200,

"message": "Success"
}
T8 ElES i3 88
code int LERRTSHE
message String R

3.7 ETTHIZES AP

Request:

HTTP
Desc: FXf BB, KiksE Hil L HHEIE T B

POST /api/partner/push/v1l/sendPushInfo



Content-Type: application/json; charset=UTF-8

sign :MGIhODAXMTLhOWRhZWR1YMXN2Q5YmVhMzkzMWFmN5FjOGZkODZ3Y3jQyYTUSN
jZKNmFkZDU1ZDM3YzMyMWIyYg==

{
"deviceTag":"QYMDX4KN",

"imei": R
"apiKey":"8gXIGKndpecSDm1LF1HaQOfN6AREjvs4",
"content":"12434",

"title":"12223",

"pushType":1,

"h51link": "www.baidu.com",
"deeplink":"halacredit://credit/order?id=123664",
"deeplinkPkg":"com.hala.fintech.coihub"

}

Parameter Type Required Description

apiKey String T XEE PRy apiKey

content String T WIXANE, BREIE
500 =AM, 40
£ = pushType=3,
NRREFFES
T REFENXRS
Xft4w=S 0-3

deviceTag String F WERE

imei String F W&
imei,deviceTag 5
imei NEE[RIRT 4
=, BE—NEE

FRIR

title String T HEIXARAR, PREIZE
80 FFFIUA; IR
& pushType=3,M



pushType

==deeplink==

==hblink==

==deeplinkPkg==

sign

Response:

int

==S8tring==

==S8tring==

==S8tring==

String

RARIKR B B 7Ry
BB A SH0

RFEHIEER
pushType=2 ; k&
EHEER
pushType=1;%i%x
EHLREJH R
XM
pushType=3

==& F deeplink
RiEEEN B
ik, R
pushType=1 F
pushType=2 #3978
B A deeplink
Bk
deeplinkPkg £
app==

==p5 /1 h5link, h5
link I Jg=8+TF hS
link address ,{X ¥
¥ pushType=1 #1

pushType=2 gy78
l%\;k;EL_J::

==¢j F deeplink
NNEE, FHE
deeplink, Z=FE%
==

header & A%
sign,
sign=Base64.enco
de(HMAC_SHA25
6(content))



HTTP
Content-Type: application/json; charset=UTF-8

{
"code": 200,
"message": "Success"
}
FR FERER il
code int RN
message String LRI

3.8 RETHERXIFE AP

Request:

HTTP
Desc: X Z Mk, HE AR E L IHER IS S, Hik /80 E /BTl R f B A

POST /api/partner/push/vl/sendBatchPushInfo
Content-Type: application/json; charset=UTF-8

sign :MGIhODAXMTLhOWRhZWR1YMXN2Q5YmVhMzkzMWFmN5FjOGZkODZ3Y3jQyYTUSN
jZKNmFkZDU1ZDM3YzMyMWIyYg==

{
"pushInfo":"[{\"content\":\"12434\",

\"deviceTag\" :\"QYMDX4KN\",

\"imei\":\"1111\",

\"title\":\"12223\",

\"h51ink\" :\"www.baidu.com\",
\"deeplink\":\"halacredit://credit/order?id=123664\",
\"deeplinkPkg\":\"com.hala.fintech.coihub\"}]",
"apiKey" :"8gXIGKndpecSDm1LF1HaQOfN6AREjvs4",
"pushType":1

}



Parameter

pushinfo

apiKey

content

deviceTag

imei

title

pushType

Type

String

String

String

String

String

String

int

Required

T

Description

pushinfo E1§ T\
HEHER, FHE
BEENE—IH
B, B
FhHRtE
ASCLL #/r, #n
Bl XFf sign
=LA

KEXE Y apiKey

WEAR, BREIE
500 FFF UK ;IR
7= pushType=3,M
ERrREe LR
FHERFRE X4
= 0-3

BENE BARS
100 4

BE&
imei,deviceTag 5
imei NEERIRT 4
=, BE—PNERE
FRIR

XIS, PRI
80 FHF UL &IX

EHLREJH R
X
pushType=3
RIEEHKRBER
pushType=3 ; %
EHIEER

pushType=2 ; %



==deeplink==

==h5link==

==deeplinkPkg==

sign

Response:

HTTP

Content-Type: application/json; charset=UTF-8

{
"code": 200,
"data": [
{

"code": 30020,

==String==

==String==

==S8tring==

EHEER
pushType=1

== F deeplink
RiTEEERNBkEE
ik, XHF
pushType=1 F
pushType=2 fy;8
B%E ) deeplink
B E]
deeplinkPkg 3
app==

==F / h5link, |
WRESFTFT h5 link
address ,h5 link {X
% ¥ pushType=1
A1 pushType=2
JHRKE==

== P deeplink
NEEHE, FHE
deeplink, Z=FE%
==

header 7 %
sign,
sign=Base64.enco
de(HMAC_SHA25
6(content))



"deviceTag": "QYMDX4KN",
"imei": "11111",

"message": "ClientId is null"
}

1,

"message": "Success"
}
FR FERER il
code int RN
data List X R 892K My deviceTag
message String =R

3.9 BIEIKHFIEEEERIREH API

Request:

HTTP
Desc: TEM P BIHUIETE T, IET SOVF R P 4% A Bt — s it ]

POST /api/partner/unlock/v1l/tempUnlock
Content-Type: application/json; charset=UTF-8

sign :MGIJhODAXMTLhOWRhZWR1YMXN2Q5YmVhMzkzMWFmNJFjOGZkODZGYFQyYTUSN
jZKNmFkZDU1ZDM3YzMyMWIyYg==

{
"deviceTag" :"QYMDX4KN",

"imei": "1587105425960",

"apiKey" :"8gXIGKndpecSDm1LF1HaQOfN6AREjvs4",
"tempLockTime":72,

“timeUnit":"HOUR"

}

Parameter Type Required Description



deviceTag String F WERE

imei String F W
imei,deviceTag 5
imei “NgE[E] B A
=, E—PEREF
FRIR

apiKey String T XEXE P apiKey

tempLockTime Integer F I B AR AT (8], 2R
A 24 /NBS, B
(AN

timeUnit String F I/ e o2 91 B 1) 2
I, tERKkfE, N
230 :HOURS ;

HEE:
HOURS-/h\fi
MINUTES- 551

sign String T header /b %
sign,sign=Base64.
encode(HMAC_S
HA256(content))

Response:

HTTP
Content-Type: application/json; charset=UTF-8

{
"code": 200,

"message": "Success"

FER FRRR i AR



code int HERRSE

message String ZE R

3.10 PIN Unlock & % fi# 5

Request:

HTTP
Desc: fl i fE, Eid BNk aE, MHERTTIRIE —AN 5 2 fi i
pin, FIPTEPT FrifiA pin, BIATfE%1.

POST /api/partner/unlock/v1l/verifyCode
Content-Type: application/json; charset=UTF-8

sign :MGIhODAXMTLhOWRhZWR1YJMXN2Q5YmVhMzkzMWFmN5FjOGZkODZ3YjQyYTUSN
jZKNmFkZDU1ZDM3YzMyMWIyYg==

{
"apiKey" :"3wlmZa2pK79Wye@k5UfLCHPVbiodNv4F",

"imei":"112233445566",
"captcha":"1234",
"deviceTag":"A23DFTP8"

}

Parameter Type Required Description

imei String F % & imei =
deviceTag String F deviceTag
captcha String F 4 [IFEHEL
apiKey String T X B P apiKey
sign String T header = 1%

sign,
sign=Base64.enco
de(HMAC_SHA25



6(content))

Response:

HTTP
Content-Type: application/json; charset=UTF-8

{

"code": 200,

"message": "Success",

"data": {

"verifyCode": "123456789"

}
}
FE FERER 1t AR
code int HERRS
message String ZE R
verifyCode String(9) 9 (IS ERE

3.11 P license S 2&ia#ENO API

Request:

HTTP
Desc: i) license [E 5

POST /api/partner/company/vl/checkLicense
Content-Type: application/json; charset=UTF-8

sign :MGIJhODAXMTLhOWRhZWR1YJMXN2Q5YmVhMzkzMWFmN5FjOGZkODZ3YjQyYTUSN
§ZKNmFkZDU1ZDM3YzMyMWIyYg==

{
"apiKey":"8gXIGKndpecSDm1LF1HaQOfN6AREjvs4"

}



Parameter Type
apiKey String
sign String
Response:

HTTP

Required

T

Content-Type: application/json; charset=UTF-8

{
"code": 200,
"message": "Success",
"data": {
"totalAmountOflLicense": 20000,
"amountUsedOfLicense": 0,
"remainingAmountOfLicense": 20000
}
}
FE EAS ESit]
code int
message String
totalAmountOfLicense Long
amountUsedOfLicense Long
remainingAmountOfLicen Long

se

3.12 EHEFPRBER

Request:

Description
REKR P Y apiKey
header & A%
sign,
sign=Base64.enco

de(HMAC_SHA25
6(content))

B8

ERNTSAD

SRR

T 3R BACARUE

EMAATE

RRE MAUERUE



HTTP
Desc: BH& | s &

POST /api/partner/feedback/vl1l/query

Content-Type: application/json; charset=UTF-8

sign:N@I2QzRGNTZDNUYzOTIyNjc2RDRDMjAwWNzZEQTgIMDBFQONCNKI3NORGQTA3R
UJFRJIXQUIEQKMXRUVBNThFQg==

{

"apiKey": "8gXIGKndpecSDmlLF1HaQ@fN6AREjvs4",

"deviceTag": "2H8S8DAUNM",

"endTime": "2024-01-20",

"imei": "855512222222226",

"feedbackType":"Complaint",

"pageNum": 1,

"pageSize": 100,

"startTime": "2024-01-01",

"status":"1"
}
Parameter Type Required Description
apiKey String T X EAE P Y apiKey
deviceTag String F WERES
imei String F &% imei
feedbackType String F RIRZER
pageNum Integer T 4 A& 8- 1145
pageSize Integer T D IEE-TUE K

N

startTime String T Start time, utcO



endTime String T End Time, utc

status String RE 1-B%%; 0-
T T35
sign String T header & %
sign,

sigh=Baseb64.enco
de(HMAC_SHA25
6(content))

Response:

HTTP
Content-Type: application/json; charset=UTF-8

{
"code": 200,
"message": "Success",
"data": {
"count": 1,
"list": [
{
"imei": "855512222222226",
"deviceTag": "2H8DAUNM",
"problemDesc": "test",
"phoneNum": "",
"email": "",
"feedbackType":"Complaint",
"fileUrl": null,
"orderNum": null,
"ct": "2024-01-16 10:05:44"
}
]
}
}
FE FERER il

code int RN



message String LB

data.count int DB R B
data.list List DIEW, HIUCKIFR
data.list.deviceTag String WEIRES
String 1% % imei,deviceTag 5

data.list.imei imei REERIAF A=, %

— MR EIRIR
data.list.problemDesc String AP REER
data.list.phoneNum String = IR=y )
data.list.email String F P~ email
data.feedbackType String RIEKA
data.list.fileUrl String ARR®REERIXH
data.list.orderNum String =AITES
data.list.ct String AP RIBAIET (]
4. $EiRAY
AEIR $UAEIRLE (% il
200 Success I
201 Non-existent data
400 bad request EIEKLERE S sign;

BERVESHEAT R
XEANSEKBEEANE



500

510

513

515

516

517

518

519

520

530

10011

10012

10014

10036

10042

10045

20001

20002

Server Error

Frequent requests, try
again later

argument invalid: {0}

sys_config error, {0}

process failure, {0}

encrypt data failure

decrypt data failure

data processing

export data error, data
empty

error sign

DeviceTag is null

Expire time is null

Imei format error

Param format error

DeviceTag quantities are

out of range

Error,the function is
turned off.

DeviceTag or imei does
not exist, or the two do
not match

Expire time not exist or

ARGiHIR

QPS W%, HERIEMR
# BER R R

BREFEAS

SEEHEIR

R EHGER

NEEFFRE XM

B &R imel RTFEE,
NAENLE

W B AP AR E KA



20003

20004

20005

20015

30004

30011

30021

30022

40000

40001

40002

not valid

Apikey not exist or
expired

lllegal state change

Apikey has no permission

This account does not
have permission to
activate the current
country/model/A/S device

Param error

Insufficient remaining
available licenses

This device has been
registered by another
company, please change
the device and try again

Push type error
Sign error
Request ip is not in

whitelist ip:{0}

Sign is null

apiKey RFERE K

EFRIFRE R

ApiKey TR R#EIE, Fihk
ABSITBIZINEE

ip 5/ 2
/apkVersion/frameworkVe
rison & X#F, %X apk
BHRWNERZESERITEE
ExE B2, =2l

A,
apkVersion,frameworkVe
rsion EEIIANZEH &
=l

SR

License FiEARE

HEREWAEME A A

HEIXRBRIR

LA &b Aok H 3
BEXZER

U=

BREIpARE, KAH
SRS ip BB H

&



40003

50000

50002

50003

50004

50005

50006

50007

50008

50009

50010

50011

50012

Please configure whitelist
ip

Detailld error
ApiKey is null

ContractMachine
simNumber or
phoneNumber is null

ContractMachine
simNumber,phoneNumbe
r and lockSwitch have no
change

Required simNumber
format error

Required phoneNumber
format error

Repay state error

The number of calls to a
single device exceeds the
limit. Please try again
after 24 hours.

Lock state error

The device is not overdue

Your company has not
activated this function
temporarily

Both deeplink and
deeplinkPkg are empty or
have values at the same

BREIpARE, KAH
SRR S AR ip BB H
&

& apiKey A=

EFRRTSHRIR

BAMREIE RS A %8

MBI & RRE

wEREHY, AR
i AR S D RE

A E AR TTE I A R
TIsE

ZEKRAE deeplink 1
8%, BZE4RNTFE, =



50013

50014

50015

50016

50017

50020

50021

50022

50023

50024

50025

time

Rule number does not
exist or is not effective

The device has opened
the anti-theft lock

This IMEI has been
enrolled or activated and
cannot be enrolled again.

The maximum number of
batch operations is 2000.
Please reduce the
number and try again.

Partner not exist

The imei length must be
12 to 20 digits

Some IMEI entry failed

Expiration is null

The device does not
support SMS unlocking

The order num not exist

The device is not in
removable state

AL PR

ANSEHNRN LRSI FE
AL

BEEFBPHEL T
W

FRAR, IMEI E&7F
., AESEELBUBHM
FNEHE

HERER, BEEEKX
£E R gEEIT 2000, &
SHtETRAN. HEFR
. = updateRepay.
HEBUH.

BEBTREE,
apikey £ BIEH

imei KEF 12-20 (1=
HEFRANE, KK
imei 1R [A]

RN, ®FEHEREA
SEBE, HmREEH

S 8]

RARAREA IR
DiThEE, TR

TR SHERSAFE

WEKRBER, AeE@IITT
BSER



50026

50027

50028

50029

50051

50052

50053

50054

50055

50056

50057

50058

Your company has not
uploaded or deleted the
recording file

The file address is
incorrect or invalid.
Please check and
retransmit

The simulated incoming
call num not exist

Device unavailable

Imei not exist

IMEI is already in use

Repeated activation is
not allowed. Please
change the device and try
again.

The Switch is null

The plan gaid is
consistent with the device
gaid, and activation is not
allowed

The pre entered model is
inconsistent with the
equipment model and
cannot be activated

The pre entered rom is
inconsistent with the
equipment rom and
cannot be activated

The pre entered ram is
inconsistent with the

RE)AR LERIKRE R T
X S E MR S

AR IR ETTAL,
BN EEFRRA

RIVKE BB AN E S
B, FRNEENS
VAN

RITFHEEIFARTT
X, HTEEMRANT



equipment ram and
cannot be activated

50059 The pre entered nfcFlag
is inconsistent with the
equipment nfcFlag and
cannot be activated

50060 Wrong time range or
format
50061 The order no exitst
50062 The three parameters, HEFFE—FH link K5

deeplink, deeplinkPkg
and h5link, cannot exist
at the same time. You
can only select one type
of link

50063 The APK version is {0},so
the key code is required.

71107 Pin config is null. BB E AL
9900 Server Error
9999 Server Error, {0}

59 FEE R #1156 A

(—a‘;

A PR 115 B FEIR REEE
/api/partner/lock/v1/findLoc 24 /NEFRE/ME 510 Frequent requests,
kState 2538 HBR 100 >k try again later

/api/partner/lock/v1/batchFi 24 /\Ef AR ZE 8 510 Frequent requests,
ndLockState EPBR 100 & try again later



/api/partner/push/vi/sendP «  BE{=E 50008 The number of
ushinfo pushType=1 24 /)\ft calls to a single

EBANE & R device exceeds
T the limit. Please try

RN again after 24
. Wit Ea hours.
pushType=2, 24 /)

R EMNMEEEELE

PR 3°X;

o HEHLKE
pushType=3, 24 /)

AR MEEEE
FR 1K,

5. BWEAGEE

Plaintext

1. BAEESHESBIRESH L ASCIT N NEIKHEE, i URL B # X
(k1=vi1&k2=v2...) PHERFFFH,
apiKey=9j4S70b@sT5h6DVwAez2cPXUKMgBvf8d&imeiInfo=[{"expiration":nu
11,"imei":"353457595430724" } |&preLockFlag=true

2. HMAC_SHA256+apiKey HN# 54 K5
4AEC1192B7ADO77767FBB323F8B3D5B7342FF66841AF13CA79F78FO7E4ADC1CE7
3. Base64 ¥ 5k
sign:NEFFQzEXOTJCNOFEMDc3NzY3RkJICMzIzRjhCMOQ1QjczNDIGR]Y20DQxQUYxXM
ONBNz1GNzhGMDdFNERDMUNFNw==

6. Q&A

Q1:When using Python syntax to interface with Java API, what to do if the boolean
type distinguishes the first letter from the upper case, resulting in an error in
signature verification?

A1: Python and Java are different in Boolean:

In Python, letters indicating true and false must start with capital letters,

for example

a = True;

b = False;

Java means true and false;

Therefore, | suggest that when you transmit true / false, you use the string format. In



this way, the string to be signed is uniform, and the final signature verification sign
will be consistent

The Payload is : {'imeilnfo":
u'[{"expiration":1662136801,"imei":"359581820772412","model":"infinix SMART
6","ram":"2","rom":"32"}]', 'preLockFlag': ‘false’, 'apiKey":
'8gXIGKndpecSDmILF1HaQOfN6AREjvs4'}

Plaintext

payload string is
apiKey=8gXIGKndpecSDm1LF1HaQOfN6AREjvs4&imeiInfo=[{"expiration":16
62136801, "imei":"359581820772412", "model" :"infinix SMART

6","ram":"2","rom":"32"}]&preLockFlag=false

Plaintext

BB76C48237CCC2A3B6DF5EF9283E91ACFES83EE964CO9B34F5F3E1691F3831AA7

Plaintext

sign:QkI3NkMOODIZzNONDQzIBMOI2REY1RUY5MjgzRTkxQUNGRTk4MOVFOTYOQz1CM
ZRGNUYZRTE20TFGMzgzMUFBNw==

Q2:HmacSHA256 in PHP VS JAVA VS Golang
A2:

The Java algorithm is slightly different from the PHP encryption algorithm. You
should check it

It can be roughly divided into the following parts for analysis:

\1. Get sha256 instance

\2. Generate an encrypted key

\3. Initialize the sha256 instance with this encryption key

\4. Use this instance to encrypt and generate hash according to the provided string
\5. Finally, the whole is converted to hexadecimal and then output the string

The PHP part :

function ( , secretKey){

return bin2hex(hash_hmac("sha256",utf8_encode( ). 458 (secretKey),
true));

}



package main

import (

"crypto/hmac”

"crypto/sha256"

"encoding/hex"

"fmt"

)

func main() {

secret ;= "mysecret"

data := "data"

fmt.Printf("Secret: %s Data: %s\n", secret, data)
/I Create a new HMAC by defining the hash type and the key (as byte array)
h := hmac.New(sha256.New, [|byte(secret))

/I Write Data to it

h.Write([Jbyte(data))

/I Get result and encode as hexadecimal string
sha := hex.EncodeToString(h.Sum(nil))

fmt.Printin("Result: " + sha)

}
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