TISS Application Programming Interface (API) specification for participants
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INTRODUCTION

Overview of TISS and 1S020022 Migration

The Bank of Tanzania is in the final stages of upgrading the Tanzania Interbank
Settlement System (TISS) as part of a strategic initiative to modernize the national
payment infrastructure. This upgrade aligns with global migration to the ISO
20022 standard, which promotes richer, structured, and more granular data for

financial messaging.

TISS is a core component of Tanzania’s financial system, providing real-time
gross settlement (RTGS) services for high-value and time-critical payments. The
enhanced TISS will introduce new features and capabilities, including improved
resilience, broader accessibility, enhanced interoperability, enriched data handling,
and strengthened end-to-end risk and compliance management—aligned with ISO

20022 principles.

In support of this modernization, the Bank of Tanzania is introducing a
standardized Application Programming Interface (API) specification. This will
enable participating institutions to integrate seamlessly with TISS using automated,
real-time communication channels. The API is designed to facilitate the exchange
of ISO 20022-compliant messages, thereby improving data quality, automation,

and interoperability across the financial ecosystem.



The Bank Engagement
The Bank engaged in the TISS modernization project in March 2022 where several
activities have been accomplished. Currently the Bank is in final stages of

implementation whereby the live date operation for MX is set in August 2025.

Intended audience
This specification document provides guidance to TISS participants for their back-

office integration with TISS through API using a virtual private network (VPN).



TISS PARTICIPANT API
This is the official description for TISS participant API. This API allows

participant to exchange messages through a REST API interface.

Server Details

TISS Test Server details are described as shown in Table 1 below:

API URL https:/{IP address}:{port}/{base path}/{end point}
IP address 196.46.101.90

Port number 8443

Base path rtgs

End point /interface/participants/{definedPath}

Table 1: Server details

HTTP methods

The following methods are supported by the API:

GET - The HTTP GET method is used by the TISS participant to request the
current business date, current timetable event, account activities and pending

transactions.

POST - The HTTP POST method is used by the TISS participant to post a
message to TISS. The method returns confirmation that will indicate if the message

was ACCEPTED or REJECTED.

Endpoint description
The specification API for TISS participant has five end points as shown in Table 2

below.



pendingTransactions

S/N | End point Description
1 /interface/participants/ Get the current Business Date.
businessDate The end point returns the
current Business Date for the
given currency.
2 /interface/participants/ Get the Current Timetable Event.
currentTimetableEvent The end point returns the
Current Timetable Event for
the given currency.
3 /interface/participants/message Post a message to TISS.
The end point returns a
confirmation that will indicate
if the message was
ACCEPTED or REJECTED
4 /interface/participants/ Get the list of PENDING

transactions.
Returns the Current pending
transactions for given

currency.




5 /interface/participants/ Get the account activity.
accountsActivity Returns the Current account

activity for given currency.

Table 2: End point



HTTP request header fields

The HTTP request header fields that will be implemented by commercial banks in the API are described in Table

3.
End point: /interface/participants/businessDate Method | GET
Key Value Type | Required | Description
currency TZS String | NO “currency” parameter specifies the
Currency. The default value : TZS
End point: /interface/participants/ Method | GET
currentTimetableEvent
Key Value Type | Required | Description
currency TZS String | NO ”currency” parameter specifies the
Currency. The default value : TZS
End point: /interface/participants/message Method | POST




Key Value Type |Required | Description
content-type text/xml and application/xml | String | YES content-type parameter specifies the
message content type:
e application/xml
payload_type | XML String | YES payload_type parameter specifies the
message payload type:
e XML
sender ABCDTZTX String | YES sender parameter specifies the sending
participant BIC. Eg: (ABCDTZTX).
consumer TANZTZTA String | YES consumer parameter specifies the
Central Bank BIC (TANZTZTA).
Authorization | p_LnlvhvWalugXvcMxxbN | String | YES Authorization parameter is used as a

FVnesqZa-4D

security token in all the communication
between the Participant and TISS. For
each Participant a unique authorization
token will be generated and sent by TISS
at each Start of Day (SOD) Event for
TZS currency.




msgid

TRX20250520A1

String

YES

msgid parameter specifies the unique
reference of the message (message id).
Every request will be processed only
once per msgid. The msgid will be valid

within the current business date.

Request body

<DataPDU
xmlns="urn:swift:saa:xsd:saa.
2.0">
<Revision>2.0.11</Revisio
n>
<Header>
<Message>
<SenderReference>T
ANZ202404029003600014</
SenderReference>
<Messageldentifier>p
acs.008.001.08</Messagelde
ntifier>

<Format>MX</Forma

XML

YES

Request body parameter specifies
transaction message in XML format. Eg:

Pacs.008 or Pacs.009
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t>
<Sender>
<DN>o=tanztzta,0=
swift</DN>
<FullName>
<X1>TANZTZT
AXXX</X1>
</FullName>
</Sender>
<Receiver>
<DN>o0=abcdtztx,0
=swift</DN>
<FullName>
<X1>ABCDTZT
XXXX</X1>
</FullName>
</Receiver>
<Interfacelnfo>

<UserReference>T
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ANZ202404029003600014</
UserReference>
</Interfacelnfo>
<NetworkInfo>
<Priority>Normal</
Priority>
<Service>tanz.rtgs!
p</Service>
<Network>SWIFT
Net</Network>
<SWIFTNetNetwor
kInfo>
<RequestType>p
acs.008.001.08</RequestTyp
e>
<RequestSubtype
>swift.iap.02</RequestSubty
pe>

</SWIFTNetNetwo
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rkInfo>

</NetworkInfo>
</Message>
</Header>
<Body>
<AppHdr

xmlns="urn:iso:std:is0:20022
:tech:xsd:head.001.001.02">
<Fr>
<FIId>
<FinInstnld>
<BICFI>ABC
DTZTX</BICFI>
</FinInstnld>
</FIld>
</Fr>
<To>
<FIId>

<FinInstnld>
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<BICFI>ABC
DTZTX</BICFI>
</FinInstnld>
</FIld>
</To>
<BizMsgldr>ABCD?2
02504089000390005</BizMs
gldr>
<MsgDefldr>pacs.00
8.001.08</MsgDefldr>
<BizSvc>swift.iap.02
</BizSvc>
<CreDt>2025-04-
08T14:38:29+03:00</CreDt>
<Sgntr>
<Signature
xmlns="http://www.w3.org/2
000/09/xmldsig#"
Id="RTGS">
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<SignedInfo>
<Canonicalizat
ionMethod
Algorithm="http://www.w3.0
rg/TR/2001/REC-xml-c14n-
20010315" />
<SignatureMet
hod
Algorithm="http://www.w3.0
rg/2001/04/xmldsig-
more#rsa-sha256" />
<Reference
URI="#urn:iso:std:is0:20022:
tech:xsd:head.001.001.02">
<Transform
s>
<Transfor
m

Algorithm="http://www.w3.0

15




rg/2000/09/xmldsig#envelope
d-signature" />
<Transfor
m
Algorithm="http://www.w3.0
rg/2006/12/xml-c14n11" />
</Transform
5>
<DigestMet
hod
Algorithm="http://www.w3.0
rg/2001/04/xmlenc#sha256" /
>
<DigestVal
ue>HQVga6YMfHkfXFuLFg
4qailBF2v2iLDdBE8SRt/CjA
Pg=</DigestValue>
</Reference>

<Reference
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URI="#urn:iso:std:is0:20022:
tech:xsd:pacs.008.001.08">
<Transform
s>
<Transfor
m
Algorithm="http://www.w3.0
rg/2000/09/xmldsig#envelope
d-signature" />
<Transfor
m
Algorithm="http://www.w3.0
rg/2006/12/xml-c14n11" />
</Transform
s>
<DigestMet
hod
Algorithm="http://www.w3.0
rg/2001/04/xmlenc#sha256" /
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<DigestVal
ue>bAFwS5M3BMMICjlgau
WWooprmJukbWkoWTS5jip
B6mlIII=</DigestValue>
</Reference>
</SignedInfo>
<SignatureValue
>dXzSHvCObiE7vpEIdo3m
EY3mKHOIDNxAfs+DeAe3c
P6ZtryXc7fwmV4EF/
9GNGDfwS/
p4AWc7EGw8n0QvN70OpivA
01ySI12jQ60891djUEe4C02Xf
y58sS0846tPHZktLyHh7nny
6EkV8C+SuSTB+3hshlia54B
HuluTXo0iAgXw2IBtX0CAB
aynrdYkuHNti81IoCYMeTS
wPzKEgQHIWNOK{LKxRcR
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OBR/
7wkTjF+FloUYiVDUoXwoz
exIx0e2vwDCiaSuCtgXeLjA
xAghfgMdwOuFxF1MM7SD
5muAssYZS2YGQ2FL6AIK
8zBuDF7nwYifwbYhmwlJ/
gfFT5mifBAA46Q==</
SignatureValue>
<KeyInfo>
<X509Data>
<X509Subje
ctName>CN=RTGS,0U=RT
GS,0=BANK OF
TANZANIA,L=DAR ES
SALAAM,C=TZ</X509Subj
ectName>
<X509Certi
ficate>MIIESTCCAtmgAwlI
BAgITOAAAACeXE6r0/GI
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VbgAAAAAAJzANBgkghki
G9wOBAQsFADAVMRMw
EQYDVQQDEwpCT1RDQT
[tRIRTMB4XDTIxMDgwNj
EOMDIzN1oXDTIyMDgwN;j
EOMTIzN1owXjELMAKGA
1UEBhMCVFoxFjAUBgNV
BAcTDURBUIBFUyBTQUx
BQUOxGTAXBgNVBAOTE
EJBTksgTO0YgVEFOWKFOS
UExDTALBgNVBASTBFJU
R1IMxDTALBgNVBAMTBF
JURIMwggEiMAOGCSqGSI
b3DQEBAQUAA4IBDwAw
ggEKAoIBAQChnoCJICYjgx
6zSgStQ1pQNmHWG6a5P5gn
G+nt3U2EwD1mzzcXnpvVc
oT/
iPglrJFEW6BUA2G8fUAFdo
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/
gsquSkeCYzQUOmMgJV297V
8jHgmHrnaHn1KYsFo6iLLtj
NdMWIO3wFMzQJOpuF02s
W36pKpm9Yjl/
Y9q0A0qaCrIsCdSn8apan5D
F5FkG+J1/22KI1+80EucfTOX
jUeCBOgEYHNrpLz3+sOSp
CHQOcbjvt1LHOidrDIMU?2
WjUtAVVidoEl0gxgXO2nL
kYuvZ7QfYONmAwjLQ8ISd
twFLPjHFu4rYTemKFGC1/
FBNHBZKEj5gLbiTZ9pz18L
hgdyOwwDb744LAgMBAA
GjgfAwgeOWHQYDVROOB
BYEFBnrwVvJtGCttceHxaLt
Hmz3yWjsMB8GA1UdIwQ
YMBaAFCgft7aj/
gl1TUt1ITD6AQYUNBuhO
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MEEGA1UdHwQ6MDgwNq
AO0oDKGMGZpbGU6Ly8vL
INWVy1QS0ktQVBQMDM
vQ2VydEVucm9sbCOCT1R
DQTItRIRTLmNybDBaBggr
BgEFBQcBAQROMEwwSg
YIKwYBBQUHMAKGPmMZ
pbGUG6Ly8vL1INWVy1QS0k
tQVBQMDMvQ2VydEVuc
m9sbCOTVIctUEtJLUFQUD
AzX0JPVENBMilGVFMuY
3JOMAwGA1UdEWEB/
wQCMAAwDQYJKoZIhvcN
AQELBQADggIBAGnsyMn
hg/
0Ygx9tVjlvqjQUg+0cVS/
LkpwXdwHb2R/
LO5XaAkTKP/
IgpZRfradVHesfPlhgcyZN3
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RYUZhwlyoe5IXhIUC2UFQ
CrjHCBzODg9I6iEYxh0J4u
PCa50ceUalj8Hf3L4NCSOW
EGIY5v3WP3oKkuwpjEmTz
P9QngX7nONhANo0O9ImN
78uzxoMGTktSemyE1ppBd3
uLgx8QhFY XV8dhmbzK8ki
41J4cMP2nerkVxwKHZmPM
M5QuQuQJW2H72pcVyo6h
kfT4qw6Th9R11BkMox/
JINVwJbageZcp36N18qzDC
a8xBnHSexGhJr2RYUS5fBK
FDJD+pwKyho3dpjOynyEsi
LD69vac9HbuZzd3s718hxjY
TkEfcX80Q3qT4GMIrcQtIS
3QHA+
+wgDyXY8MDS+y5ra9znFI
3Fe/
gOrD6mprVQIY8LH76sjW2s
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bPhZcZT6JTXG2aDsm6ZG
HyyK7EKRXKtWrxIVE9YD
fuVIeDN/
gocTq7eiNmDAvQjzn+eKJL
6nmJ5B6V53ck2clAjUV7Kh
nXDITpstFxgMpwWxeZOB
ZqlWvApHJiHOByuqjgxUF
PyDaLXCzECDjo/
IPDUOFvOz3GWEyc8clUS
EdQKe3khlhSY6RIErKJIDY
JipaT4PHwW6UgWYP+D2fW
seX8/K1jm/
7ZPsbJnjDSIWAXDLNU</
X509Certificate>
</X509Data>
</KeyInfo>
</Signature>
</Sgntr>
</AppHdr>

24




<Document
xmlns="urn:iso:std:is0:20022
:tech:xsd:pacs.008.001.08">
<FIToFICstmrCdtTrf

<GrpHdr>
<Msgld>ABCD?2
02504089000390005</Msgld
>
<CreDtTm>2025
-04-08T14:38:22+03:00</Cre
DtTm>

<NbOfTxs>1</N
bOfTxs>
<SttlmInf>
<SttlmMtd>C
LRG</SttimMtd>
<ClIrSys>

<Cd>TIS</
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Cd>
</ClrSys>
</SttlmInf>
</GrpHdr>
<CdtTrfTxInf>
<Pmtld>
<Instrld>ABC
DR92025040800390005</Ins
trld>
<EndToEndId
>ABCDR92025040800395000
5</EndToEndId>
<TxId>ABCD
R92025040800390005</TxId
>
<UETR>5e33
4a26-7bbc-42a3-a738-
b3ealea9¢7d7</UETR>
</Pmtld>
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<PmtTpInf>
<InstrPrty>HI
GH</InstrPrty>
<SvcLvl>
<Prtry>TTC
:103</Prtry>
</SvcLvl>
<LclInstrm>
<Prtry>RT
GSFIToFICustomerCredit</P
rtry>
</LclInstrm>
<CtgyPurp>
<Cd>OTHR
</Cd>
</CtgyPurp>
</PmtTpInf>
<IntrBkSttimAm
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Ccy="TZS">34.00</IntrBkSt
timAmt>
<IntrBkSttimDt>
2024-04-02</IntrBkSttlmDt>
<ChrgBr>SHAR
</ChrgBr>
<InstgAgt>
<FinInstnld>
<BICFI>AB
CDTZTX</BICFI>
</FinInstnld>
</InstgAgt>
<InstdAgt>
<FinInstnld>
<BICFI>AB
CDTZTX</BICFI>
</FinInstnld>
</InstdAgt>
<Dbtr>
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<Nm>ABCDT
ZTX</Nm>
</Dbtr>
<DbtrAcct>
<Id>
<Othr>
<Id>3434
343</1d>
</Othr>
</1d>
</DbtrAcct>
<DbtrAgt>
<FinInstnld>
<BICFI>AB
CDTZTX</BICFI>
</Finlnstnld>
</DbtrAgt>
<CdtrAgt>

<FinInstnld>
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<BICFI>AB
CDTZTX</BICFI>
</FinInstnld>
</CdtrAgt>
<Cdtr>
<Nm>ABCDT
ZTX</Nm>
</Cdtr>
<CdtrAcct>
<Id>
<Othr>
<Id>5454
545</1d>
</Othr>
</Id>
</CdtrAcct>
<Purp>
<Cd>CASH</
Cd>
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</Purp>
<RmtInf>
<Ustrd>additional
info</Ustrd>
</RmtInf>
</CdtTrfTxInf>
</FIToFICstmrCdtTrf>
</Document>
</Body>
</DataPDU>

End point: /interface/participants/ Method | GET
pendingTransactions

Key Value Type | Required | Description

sender ABCDTZTX String | YES sender parameter specifies the sending
participant BIC. Eg:: (ABCDTZTX).

currency TZS String | NO “currency” parameter specifies the
Currency. The default value : TZS

Authorization | p_LnlvhvWalugXvcMxxbN | String | YES Authorization parameter is used as a
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security token in all the communication
between the Participant and TISS. For
each Participant a unique authorization
token will be generated and sent by TISS
at each Start of Day (SOD) Event for
TZS currency.

End point: /interface/participants/ Method | GET
accountsActivity

Key Value Type |Required | Description

sender ABCDTZTX String | YES sender parameter specifies the sending
participant BIC. Eg: (ABCDTZTX).

currency TZS String | NO “currency” parameter specifies the
Currency. The default value : TZS

Authorization | p_LnlvhvWalugXvcMxxbN | String | YES Authorization parameter is used as a

FVnesqZa-4D

security token in all the communication
between the Participant and TISS. For
each Participant a unique authorization

token will be generated and sent by TISS
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at each Start of Day (SOD) Event for
TZS currency.

Table 3: HTTP request header fields

HTTP response status and error codes

HTTP response status codes that the API supports are described in Table 4 below.

End point /interface/participants/businessDate
Status Response Description Response Body
Code
Business Date in format
200 OK YYYYMMDD {

"TZS": "20250521"
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End point

/interface/participants/currentTimetableEvent

Status Response

Code

Description Response Body

Current Timetable Event in | {

200 OK format "TZS": "SOD:00:10"
{"Currency_Code":"Event:H | }
H:MM"}

End point /interface/participants/message

Status Response Description Response Body

Code

200 OK Accepted Message <Document>

<header>

<sender>ABCDTZTX</sender>

<receiver>TISS</receiver>
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</header>

<responseDetails>
<OrgMsgld>TRX20201215A1</OrgMsgld>
<RespStatus>ACCEPTED</RespStatus>
</responseDetails>

</Document>

400

Bad request

error

Rejected Message

<Document>

<header>

<sender>ABCDTZTX</sender>
<receiver>TISS</receiver>

</header>

<responseDetails>
<OrgMsgld>TRX20201215A1</OrgMsgld>
<RespStatus>REJECTED</RespStatus>
<RespReason>Bad request error</RespReason>
</responseDetails>

</Document>

401

Unauthorized

Rejected Message

<Document>

<header>
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<sender>ABCDTZTX</sender>
<receiver>TISS</receiver>

</header>

<responseDetails>
<OrgMsgld>TRX20201215A1</OrgMsgld>
<RespStatus>REJECTED</RespStatus>
<RespReason>Received unauthorized REST GET
message from: ABCDTZTX with authorization: null
</RespReason>

</responseDetails>

</Document>

***  Other example of response body regarding

rejected message due to unauthorized are shown in

Table 4b

415

Unsupported

media type

Rejected Message

<Document>

<header>
<sender>ABCDTZTX</sender>
<receiver>TISS</receiver>

</header>
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<responseDetails>
<OrgMsgld>TRX20201215A1</OrgMsgld>
<RespStatus>REJECTED</RespStatus>
<RespReason>Unsupported
type</RespReason>

</responseDetails>

</Document>

media

End point /interface/participants/pendingTransactions
Status Response Description Response Body
Code

200 OK Accepted Request {

"testpending": {
"type": "SCCT",
"reference": "testpending",
"debtor": "ABCDTZTX",
"creditor": "WXYZTZTX",
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"currency": "TZS",

"amount": "20000000000,00"

}
}
401 Unauthorized | Rejected Request {
"Error": "Received unauthorized REST GET
message from: ABCDTZTX with authorization: null"
}
End point /interface/participants/accountsActivity
Status Response Description Response Body
Code
200 OK Accepted Request "ACH Reserve": {

"accountType": "RESERVE_ACCOUNT",
"accountNumber": "ACH Reserve",
"openingBalance": "0,00",

"completeTransactionsBalance": "0,00",
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"availableBalance": "0,00",
"currency": "TZS"

%,

"0000000543": {

"accountType": "ILF_ACCOUNT",
"accountNumber": "0000000543",
"openingBalance": "0,00",
"completeTransactionsBalance": "0,00",
"availableBalance": "0,00",

"currency": "TZS"

%,

"COLLATERAL_ACCOUNT": {
"accountType": "COLLATERAL_ACCOUNT",
"accountNumber": "COLLATERAL_ACCOUNT"
"openingBalance": "0,00",
"completeTransactionsBalance": "0,00",
"availableBalance": "0,00",

"currency": "TZS"

}’

b
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"RESERVE_REQUIREMENT_ACCOUNT": {
"accountType":
"RESERVE_REQUIREMENT_ACCOUNT",
"accountNumber":
"RESERVE_REQUIREMENT_ACCOUNT",
"openingBalance": "731471255,87",
"completeTransactionsBalance": "0,00",
"availableBalance": "731471255,87",
"currency": "TZS"
}s
"Usable
RESERVE_REQUIREMENT_ACCOUNT": {
"accountType":
"RESERVE_REQUIREMENT_ACCOUNT",
"accountNumber": "Usable
RESERVE_REQUIREMENT_ACCOUNT",
"openingBalance": "146294251,17",
"completeTransactionsBalance": "0,00",

"availableBalance": "146294251,17",
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"currency": "TZS"

}s

"9922182101": {
"accountType": "SETTLEMENT_ACCOUNT",
"accountNumber": "9922182101",
"openingBalance": "19212562809,36",
"completeTransactionsBalance": "0,00",
"availableBalance": "19358857060,53",
"currency": "TZS"

}s

"GSS Reserve": {
"accountType": "RESERVE_ACCOUNT",
"accountNumber": "GSS Reserve",
"openingBalance": "0,00",
"completeTransactionsBalance": "0,00",
"availableBalance": "0,00",
"currency": "TZS"

}
"DVP Transfer Reserve": {
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"accountType": "RESERVE_ACCOUNT",
"accountNumber": "DVP Transfer Reserve",
"openingBalance": "0,00",
"completeTransactionsBalance": "0,00",
"availableBalance": "0,00",
"currency": "TZS"

}s

"settlement+reserves'": {
"accountType": "total",
"accountNumber": "settlement+reserves",
"openingBalance": "19358857060,53",
"completeTransactionsBalance": "0,00",
"availableBalance": "19358857060,53",
"currency": "TZS"

}s

"settlement+ilf": {
"accountType": "total",

"accountNumber": "settlement+ilf",

"openingBalance": "1921256280936",
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"completeTransactionsBalance": "0,00",
"availableBalance": "1921256280936",
"currency": "TZS"
}
}

401 Unauthorized | Rejected Request {
"Error": "Received unauthorized REST GET
message from: ABCDTZTX with authorization: null"

}

Table 4: HTTP response status and error codes
HTTP response status and error codes for rejected message

HTTP response status codes that the API supports when there is rejected message are described in Table 4b

below.
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End point /interface/participants/message

Status Response Description Response Body

Code

401 Unauthorized | Rejected Message <Document>
<header>

<sender>ABCDTZTX</sender>
<receiver>TISS</receiver>

</header>

<responseDetails>
<OrgMsgld>TRX20201215A1</OrgMsgld>
<RespStatus>REJECTED</RespStatus>
<RespReason>Received unauthorized REST GET
message from: ABCDTZTX with authorization: null
</RespReason>

</responseDetails>

</Document>

a4




Unknown

content type

Rejected Message

<Document>

<header>

<sender>ABCDTZTX</sender>
<receiver>TISS</receiver>

</header>

<responseDetails>
<OrgMsgld>TRX20201215A1</OrgMsgld>
<RespStatus>REJECTED</RespStatus>
<RespReason>Unknown content type for message
TRX20201215A1</RespReason>
</responseDetails>

</Document>

Unknown

payload type

Rejected Message

<Document>

<header>
<sender>ABCDTZTX</sender>
<receiver>TISS</receiver>
</header>

<responseDetails>
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<OrgMsgld>TRX20201215A1</OrgMsgld>
<RespStatus>REJECTED</RespStatus>

<RespReason>Unknown payload type of message

TRX20201215A1</RespReason>

</responseDetails>

</Document>
Unmatched Rejected Message <Document>
media type <header>

and payload
type

<sender>ABCDTZTX</sender>
<receiver>TISS</receiver>

</header>

<responseDetails>
<OrgMsgld>TRX20201215A1</OrgMsgld>
<RespStatus>REJECTED</RespStatus>

<RespReason>Media type and payload type of
message TRX20201215A1 not
matched</RespReason>

</responseDetails>
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</Document>

Duplicate
reference/mes

sage

Rejected Message

<Document>

<header>
<sender>ABCDTZTX</sender>
<receiver>TISS</receiver>

</header>

<responseDetails>
<OrgMsgld>TRX20201215A1</OrgMsgld>
<RespStatus>REJECTED</RespStatus>
<RespReason>Received duplicate REST
message:
TRX20201215A1</RespReason>
</responseDetails>

</Document>

PUT

Table 4b: HTTP response status and error codes for rejected message from TISS.
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MX sample messages (pacs.008/pacs.009/admi.004)
MX sample messages (pacs.008/pacs.009/admi.004) are described in Table 5 below.

MX SAMPLE MESSAGE
MESSAGE

pacs.008
<DataPDU xmlns="urn:swift:saa:xsd:saa.2.0">
<Revision>2.0.11</Revision>
<Header>
<Message>
<SenderReference>TANZ202404029003600014</SenderReference>
<Messageldentifier>pacs.008.001.08</Messageldentifier>
<Format>MX</Format>
<Sender>
<DN>o=tanztzta,o=swift</DN>
<FullName>

<XI>TANZTZTAXXX</X1>
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</FullName>
</Sender>
<Receiver>
<DN>o=abcdtztx,o=swift</DN>
<FullName>
<X1>ABCDTZTXXXX</X1>
</FullName>
</Receiver>
<Interfacelnfo>
<UserReference>TANZ202404029003600014</UserReference>
</Interfacelnfo>
<NetworkInfo>
<Priority>Normal</Priority>
<Service>tanz.rtgs!p</Service>
<Network>SWIFTNet</Network>
<SWIFTNetNetworkInfo>
<RequestType>pacs.008.001.08</RequestType>
<RequestSubtype>swift.iap.02</RequestSubtype>
</SWIFTNetNetworkInfo>
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</NetworkInfo>
</Message>
</Header>
<Body>
<AppHdr xmlns="urn:iso:std:is0:20022:tech:xsd:head.001.001.02">
<Fr>
<FIId>
<FinInstnld>
<BICFI>ABCDTZTX</BICFI>
</FinInstnld>
</FIld>
</Fr>
<To>
<FIId>
<FinInstnId>
<BICFI>ABCDTZTX</BICFI>
</FinInstnld>
</FIld>

</To>
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<BizMsgldr>ABCD202504089000390005</BizMsgldr>
<MsgDefldr>pacs.008.001.08</MsgDefldr>
<BizSvc>swift.iap.02</BizSvc>
<CreDt>2025-04-08T14:38:29+03:00</CreDt>
<Sgntr>
<Signature xmlIns="http://www.w3.0rg/2000/09/xmldsig#" Id="RTGS">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-
c14n-20010315" />
<SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-
sha256" />
<Reference URI="#urn:iso:std:is0:20022:tech:xsd:head.001.001.02">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature" />
<Transform Algorithm="http://www.w3.0rg/2006/12/xml-c14n11" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<DigestValue>HQVga6YMfHk{XFulL.Fg4qailBF2v2iLDdBE8Rt/CjAPg=</
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DigestValue>
</Reference>
<Reference URI="#urn:iso:std:is0:20022:tech:xsd:pacs.008.001.08">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature" />
<Transform Algorithm="http://www.w3.0rg/2006/12/xml-c14n11" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<DigestValue>bAFw5M3BMMICjIgauWWooprmJukbWkoWT5jipB6mIII=
</DigestValue>
</Reference>
</SignedInfo>
<SignatureValue>dXzSHvCObIE7vpEIdo3mEY 3mKHOIDNxAfs+DeAe3cP6Ztry
Xc7ftwmV4EF/9GNGDfwS/
p4AWc7EGw8n0QvN70pivAolySI2jQ60891djUEe4C02Xfy58sS0846tPHZktLyHh7nny6EkV8
C+SuSTB+3hshlia54BHuluTXo0iAgXw2IBtX0CABaynrdY kuHNti811o0CYMeTSwPzKEgQHI
wNOKfLKxRcROBR/
7wkTjF+FloUYiVDUoXwozexlx0e2vwDCiaSuCtgXeLjAxAghfgMdwOuFxF1MM7SD5muA
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ssYZS2YGQ2FL6AIK8zBuDF7nwYifwbYhmwlJ/gfFT5mifBAA46Q==</SignatureValue>
<KeyInfo>
<X509Data>
<X509SubjectName>CN=RTGS,0U=RTGS,0=BANK OF

TANZANIA,L=DAR ES SALAAM,C=TZ</X509SubjectName>

<X509Certificate>MITESTCCAtmgAwIBAgITOAAAACeXE6r0/GIVbgAA
AAAAJzZANBgkghkiGO9WOBAQsFADAVMRMwEQYDVQQDEwpCT1RDQTItRIRTMB4X
DTIxMDgwNjEOMDIzN10XDTIyMDgwNjEOMTIzN1owXjELMAKkGATUEBhMCVFoxFjA
UBgNVBACTDURBUiIBFUyBTQUxBQUOxGTAXBgNVBAoOTEEJBTksgT0YgVEFOWKkF
OSUExDTALBgNVBASTBFJURIMxDTALBgNVBAMTBFJUR1MwggEiMAOGCSqGSIb3
DQEBAQUAA4IBDwAwggEKA0IBAQChnoCJICYjgx6zSgStQ1pQNmHW6a5P5qnG+nt3U
2EwD1mzzcXnpvVcoT/iPglrJF6W6BUA2G8fUAFdo/
gsqubkeCYzQUOmgJV297V8jHgqmHmaHn1KYsFo6iLLtiNdMWIO3wFMzQJOpuF02sW36p
Kpm9Yjl/
Y9q0A0qaCrIsCdSn8apan5DF5FkG+J1/22KI+80EucfTOXjUeCBOqEYHNrpLz3+sOSpCHQ
Ocbjvt1LHOidrDIMU2WjUtAVVidoEl0gxgXO2nLkYuvZ7QfYONmAwjLQ8ISdtwFLPjHFu
4rY TemKFGC1/
FBNHBZKEj5gLbiTZ9pz18LhgdyOwwDb744LAgMBAAGjgfAwgeOWHQYDVROOBBYEF
BnrwVvJtGCttceHxal.LtHmz3yWjsMB8GA1UdIwQYMBaAFCgf7aj/
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gl1TIIt1TD6AQYUNBuhOMEEGA1UdHWQ6MDgwNgAOoDKGMGZpbGU6LY8vLINWV
y1QS0ktQVBQMDMvQ2VydEVucm9sbCOCT1RDQTItRIRTLmNybDBaBggrBgEFBQcBA
QROMEwwSgYIKwYBBQUHMAKGPmZpbGU6LyYy8vL1INWVy1QS0ktQVBQMDMvQ2V
ydEVucm9sbCOTVIctUEtJLUFQUDAzX0JPVENBMi1GVFMuY3JOMAwWGA1UdEwWEB/
wQCMAAwDQYJKoZIhveNAQELBQADggIBAGnsyMnhq/0Y gx9tVjlvqjQUg+0cVS/
LkpwXdwHb2R/LO5XaAkTKP/
IgpZRfradVHesfPlhgcyZN3RY UZhwlyoe51XhIUC2UFQCrjHCBzODg916iEY xh0J4uPCa50c
eUalj8Hf3LANCSOWEGIY 5v3WP30Kkuwp]EmTzP9QngX7nONhANo0O9ImMN78uzxoMGTk
tSemyE1ppBd3uLgx8QhFYXV8dhmbzK8ki4lJ4cMP2nerkVxwKHZmPMM5QuQuQJW2H7
2pcVyo6hkfT4qw6Th9R11BkMox/
J1INVwJbaqeZcp36N18qzDCa8xBnHSexGhJr2RY U5fBKFDJD+pwKyho3dpjOynyEsiLD69v
ac9HbuZzd3s718hxj Y TkEfcX80Q3qT4GMIJrcQtIS3QHA ++wgDyXY8MDS+y5ra9znFI3Fe/
qOrD6mprVQIY8LH76sjW2sbPhZcZT6JTXG2aDsm6ZGHyyK7EKRXKtWrxIVE9YDfuVle
DN/
gocTq7eiNmDAvQjzn+eKJL6nmJ5B6V53ck2clAjUV7KhnXDITpstFxgMpwWxeZOBZglW
vApHJiHOByuqjgxUFPyDaL XCzECDjo/
IPDUOFvOz3GWEyc8clUSEdQKe3khlhSY6RIErKJIDY JfpaT4APHW6UgWYP+D2fWse X8/
K1jm/7ZPsbJnjD5IWAXDLNU</X509Certificate>

</X509Data>
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</Keylnfo>
</Signature>
</Sgntr>
</AppHdr>
<Document xmIns="urn:iso:std:is0:20022:tech:xsd:pacs.008.001.08">
<FIToFICstmrCdtTrf>
<GrpHdr>
<Msgld>ABCD202504089000390005</Msgld>
<CreDtTm>2025-04-08T14:38:22+03:00</CreDtTm>
<NbOfTxs>1</NbOfTxs>
<SttlmInf>
<SttlmMtd>CLRG</SttimMtd>
<ClIrSys>
<Cd>TIS</Cd>
</ClrSys>
</SttlmInf>
</GrpHdr>
<CdtTrfTxInf>
<Pmtld>
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<Instrld>ABCDR92025040800390005</InstrId>
<EndToEndId>ABCDR92025040800390005</EndToEndId>
<TxId>ABCDRS92025040800390005</TxId>
<UETR>5e334a26-7bbc-42a3-a738-b3ealea9¢7d7</UETR>
</Pmtld>
<PmtTpInf>
<InstrPrty>HIGH</InstrPrty>
<SvcLvl>
<Prtry>TTC:103</Prtry>
</SvcLvl>
<LclInstrm>
<Prtry>RTGSFIToFICustomerCredit</Prtry>
</LclInstrm>
<CtgyPurp>
<Cd>OTHR</Cd>
</CtgyPurp>
</PmtTpInf>
<IntrBkSttlmAmt Ccy="TZS">34.00</IntrBkSttlmAm¢t>
<IntrBkSttlmDt>2024-04-02</IntrBkSttiImDt>
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<ChrgBr>SHAR</ChrgBr>
<InstgAgt>
<FinInstnld>
<BICFI>ABCDTZTX</BICFI>
</Finlnstnld>
</InstgAgt>
<InstdAgt>
<FinInstnld>
<BICFI>ABCDTZTX</BICFI>
</Finlnstnld>
</InstdAgt>
<Dbtr>
<Nm>ABCDTZTX</Nm>
</Dbtr>
<DbtrAcct>
<Id>
<Othr>
<Id>3434343</1d>
</Othr>
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</Id>
</DbtrAcct>
<DbtrAgt>
<FinInstnld>
<BICFI>ABCDTZTX</BICFI>
</FinInstnld>
</DbtrAgt>
<CdtrAgt>
<FinInstnld>
<BICFI>ABCDTZTX</BICFI>
</FinInstnld>
</CdtrAgt>
<Cdtr>
<Nm>ABCDTZTX</Nm>
</Cdtr>
<CdtrAcct>
<Id>
<Othr>
<Id>5454545</1d>
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</Othr>
</Id>
</CdtrAcct>
<Purp>
<Cd>CASH</Cd>
</Purp>

<RmtInf>

<Ustrd>additional info</Ustrd>

</RmtInf>
</CdtTrfTxInf>
</FIToFICstmrCdtTrf>
</Document>
</Body>
</DataPDU>

pacs.009

<DataPDU xmlns="urn:swift;saa:xsd:saa.2.0">

<Revision>2.0.11</Revision>

<Header>
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<Message>
<SenderReference>TANZ202404029003600018</SenderReference>
<Messageldentifier>pacs.009.001.08</Messageldentifier>
<Format>MX</Format>
<Sender>
<DN>o=tanztzta,o=swift</DN>
<FullName>
<X1>TANZTZTAXXX</X1>
</FullName>
</Sender>
<Receiver>
<DN>o=abcdtztx,o=swift</DN>
<FullName>
<X1>ABCDTZTXXXX</X1>
</FullName>
</Receiver>
<Interfacelnfo>
<UserReference>TANZ202404029003600018</UserReference>

</Interfacelnfo>
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<NetworkInfo>
<Priority>Normal</Priority>
<Service>tanz.rtgs!p</Service>
<Network>SWIFTNet</Network>
<SWIFTNetNetworkInfo>
<RequestType>pacs.009.001.08</RequestType>
<RequestSubtype>swift.iap.01</RequestSubtype>
</SWIFTNetNetworkInfo>
</NetworkInfo>
</Message>
</Header>
<Body>
<AppHdr xmlIns="urn:iso:std:is0:20022:tech:xsd:head.001.001.02">
<Fr>
<FIId>
<FinInstnld>
<BICFI>ABCDTZTX</BICFI>
</Finlnstnld>

</FIld>
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</Fr>
<To>
<FIId>
<FinInstnld>
<BICFI>ABCDTZTX</BICFI>
</FinInstnld>
</FIld>
</To>
<BizMsgldr>ABCD202504089000390006</BizMsgldr>
<MsgDefldr>pacs.009.001.08</MsgDefldr>
<BizSvc>swift.iap.01</BizSvc>
<CreDt>2025-04-08T14:44:30+03:00</CreDt>
<Sgntr>
<Signature xmlIns="http://www.w3.0rg/2000/09/xmldsig#" Id="RTGS">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-
c14n-20010315" />
<SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-
sha256" />
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<Reference URI="#urn:iso:std:is0:20022:tech:xsd:head.001.001.02">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature" />
<Transform Algorithm="http://www.w3.0rg/2006/12/xml-c14n11" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<DigestValue>ZYaZegbtsxfxLvVRKFn96g/AL7MallpNI2L1VbNtLNS4=</
DigestValue>
</Reference>
<Reference URI="#urn:iso:std:is0:20022:tech:xsd:pacs.009.001.08">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature" />
<Transform Algorithm="http://www.w3.0rg/2006/12/xml-c14n11" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<DigestValue>KyOt+MepMegg7S4NqSbAqyGpBPonojZ7RIdmCzw09rM=
</DigestValue>
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</Reference>
</SignedInfo>
<SignatureValue>Q0gc610nAd5V0+j05MrblJx00OFyS0I0twlgcUwVWIbShajIXbh
RiKOzgP17sHohrmMIfHbJqomg5G7POxzBLA3LX+r4Hp9kywl/
Yk2DUQMXvJSHPCSJ11xQuydwatohdkb6QWObe/
aLXNfYQvirBO6DWjE1z90SAzurH43sp0yA3SINWqVisjBtzB+MINKX09fypo41E01Zgdy
0JZg570nXi07RGPRSDrMZYz/GOigM20GI8/
G1xKIWoVEdkT1YeGXI5kJ9kybZdzLek+9bcFjS63BUTI9vrVjNDvL VnUJ8Hkxuh0B3n2gxk
gbOGbCr8wOcBBogdrDV73CSwkM++LSA==</SignatureValue>
<KeyInfo>
<X509Data>
<X509SubjectName>CN=RTGS,0U=RTGS,0=BANK OF
TANZANIA,L=DAR ES SALAAM,C=TZ</X509SubjectName>
<X509Certificate>MITESTCCAtmgAwIBAgITOAAAACeXE6r0/GIVbgAA
AAAAJzANBgkghkiGOWOBAQsFADAVMRMwWEQYDVQQDEwpCT1RDQTItRIRTMB4X
DTIxMDgwNjEOMDIzZN10XDTIyMDgwNjEOMTIzN1owXjELMAkKGA1UEBhMCVFoxFjA
UBgNVBACTDURBUIBFUyBTQUxBQUOxGTAXBgNVBAoOTEEJBTksgT0YgVEFOWKF
OSUExDTALBgNVBASTBFJURIMxDTALBgNVBAMTBFJUR1MwggEiMAOGCSqGSIb3
DQEBAQUAA4IBDwAwggEKA0IBAQChnoCJICYjgx6zSgStQ1pQNmHW6a5P5gnG+nt3U
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2EwD1mzzcXnpvVcoT/iPglrJF6W6BUA2G8fUAFdo/
gsquSkeCYzQUOmMgJV297V8jHgmHmaHn 1KY sFo6iLL{jNdMWIO3wFMzQJOpuF02sW36p
Kpm9Yjl/
Y9q0A0qaCrIsCdSn8apan5DF5FkG+J1/22K1+80EucfTOXjUeCBOgEYHNrpLz3+sOSpCHQ
0cbjvt1LHOidrDIMU2WjUtAVVidoEl0gxgXO2nLkYuvZ7QfYONmAwjLQ8ISdtwFLPjHFu
4rYTemKFGC1/
FBNHBZKEj5gLbiTZ9pz18LhgdyOwwDb744LAgMBAAGjgfAwgeOWHQYDVROOBBYEF
BnrwVvJtGCttceHxaL.tHmz3yWjsMB8GA1UdIwQYMBaAFCgf7aj/

gl1TIIt1 TD6AQYUNBuhOMEEGA1UdHWQ6MDgwNgAOoDKGMGZpbGU6LYy8vLINWV
y1QS0ktQVBQMDMvQ2VydEVucm9sbCOCT1RDQTItRIRTLmNybDBaBggrBgEFBQcBA
QROMEwwSgYIKwYBBQUHMAKGPmZpbGU6LyYy8vL1INWVy1QS0ktQVBQMDMvQ2V
ydEVucm9sbCOTVIctUEtJLUFQUDAzX0JPVENBMi1GVFMuY3JOMAwWGA1UdEwWEB/
wQCMAAwDQYJKoZIhveNAQELBQADggIBAGnsyMnhq/0Y gx9tVjlvqjQUg+0cVS/
LkpwXdwHb2R/LO5XaAkTKP/

IgpZRfradVHesfPlhgcyZN3RY UZhwlyoe51XhIUC2UFQCrjHCBzODg916iEY xh0J4uPCa50c
eUalj8Hf3L4ANCSOWEGIY 5v3WP30Kkuwp]EmTzP9QngX7nONhANo0O9ImMN78uzxoMGTk
tSemyE1ppBd3uLgx8QhFYXV8dhmbzK8ki4lJ4cMP2nerkVxwKHZmPMM5QuQuQJW2H7
2pcVyo6hkfT4qw6Th9R11BkMox/

JINVwlJbageZcp36N18gzDCa8xBnHSexGhJr2RY U5fBKFDJD+pwKyho3dpjOynyEsiL.D69v
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ac9HbuZzd3s718hxjY TkEfcX80Q3qT4GMIJrcQtIS3QHA++wgDyXY8MDS+y5ra9znFI13Fe/
qOrD6mprVQIY8LH76sjW2sbPhZcZT6JTXG2aDsm6ZGHyyK7EKRXKtWrxIVE9YDfuVle
DN/
gocTq7eiNmDAvVQjzn+eKJL6nmJ5B6V53ck2clAjUV7KhnXDITpstFxgMpwWxeZOBZqlW
vApHJiHOByuqjgxUFPyDaL XCzECDjo/
IPDUOFvOz3GWEyc8clUSEdQKe3khlhSY6RIErKJIDY JfpaT4APHW6UgWYP+D2fWseX8/
K1jm/7ZPsbJnjD5IWAXDLNU</X509Certificate>
</X509Data>
</Keylnfo>
</Signature>
</Sgntr>
</AppHdr>
<Document xmIns="urn:iso:std:is0:20022:tech:xsd:pacs.009.001.08">
<FICdtTrf>
<GrpHdr>
<Msgld>ABCD202504089000390006</Msgld>
<CreDtTm>2025-04-08T14:44:22+03:00</CreDtTm>
<NbOfTxs>1</NbOfTxs>
<SttlmInf>
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<SttlmMtd>CLRG</SttimMtd>
<ClIrSys>
<Cd>TIS</Cd>
</ClrSys>
</SttlmInf>
</GrpHdr>
<CdtTrfTxInf>
<Pmtld>
<Instrld>ABCDR92025040800390006</InstrId>
<EndToEndId>ABCDR92025040800390006</EndToEndId>
<TxId>ABCDRS2025040800390006</TxId>
<UETR>598393ba-6542-4596-8ba9-7eb1970a67e7</UETR>
</Pmtld>
<PmtTpInf>
<InstrPrty>HIGH</InstrPrty>
<LclInstrm>
<Prtry>RTGSFIToFICredit</Prtry>
</LclInstrm>

<CtgyPurp>
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<Cd>OTHR</Cd>
</CtgyPurp>
</PmtTpInf>
<IntrBkSttlmAmt Ccy="TZS">56666.00</IntrBkSttimAmt>
<IntrBkSttlmDt>2024-04-02</IntrBkSttlImDt>
<InstgAgt>
<FinInstnld>
<BICFI>ABCDTZTX</BICFI>
</FinInstnld>
</InstgAgt>
<InstdAgt>
<FinInstnld>
<BICFI>ABCDTZTX</BICFI>
</FinInstnld>
</InstdAgt>
<Dbtr>
<FinInstnld>
<BICFI>ABCDTZTX</BICFI>

</FinInstnld>
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</Dbtr>

<Cdtr>
<FinInstnld>

<BICFI>ABCDTZTX</BICFI>

</Finlnstnld>

</Cdtr>

<Purp>
<Cd>CASH</Cd>

</Purp>

</CdtTrfTxInf>
</FICdtTrf>
</Document>
</Body>
</DataPDU>

admi.004

<?xml version="1.0" encoding="UTF-8"?>

<DataPDU xmlns="urn:swift:saa:xsd:saa.2.0">
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<Revision>2.0.11</Revision>
<Header>
<Message>
<SenderReference>TANZ202505219002323606</SenderReference>
<Messageldentifier>admi.004.001.02</Messageldentifier>
<Format>MX</Format>
<Sender>
<DN>o=tanztzta,o=swift</DN>
<FullName>
<X1>TANZTZTAXXX</X1>
</FullName>
</Sender>
<Receiver>
<DN>o=abcdtztx,o=swift</DN>
<FullName>
<X1>ABCDTZTXXXX</X1>
</FullName>
</Receiver>

<Interfacelnfo>
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<UserReference>TANZ202505219002323606</UserReference>
</Interfacelnfo>
<NetworkInfo>
<Priority>Normal</Priority>
<Service>tanz.rtgs!p</Service>
<Network>SWIFTNet</Network>
<SWIFTNetNetworkInfo>
<RequestType>admi.004.001.02</RequestType>
<RequestSubtype>swift.iap.01</RequestSubtype>
</SWIFTNetNetworkInfo>
</NetworkInfo>
</Message>
</Header>
<Body>
<AppHdr xmlns="urn:iso:std:is0:20022:tech:xsd:head.001.001.02">
<Fr>
<FIld>
<FinInstnld>

<BICFI>TANZTZTA</BICFI>
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<EvtParam>20250520TZSOFB</EvtParam>

<EvtDesc>Authorization
xUTIxnzZovJZ_fYnQLyVHS5B3H7KmpMhs</EvtDesc>

<EvtTm>2025-05-21T11:35:38+03:00</EvtTm>

</EvtInf>
</SysEvtNtfctn>
</Document>
</Body>
</DataPDU>

Token:

Table 5: MX sample messages (pacs.008/pacs.009/admi.004).
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